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Cryptography and Encryption Functions Checklist and Definitions
Complete this form and submit to Export Counsel (“cc” SQA) if the software uses/requires cryptography/encryption (e.g., key management, password protection, etc.).                                                                                                                                      
	Software Project Title/Name:       
	Software Acronym:       

	Software Version #:        
	Project Manager: 

	Final Acceptance Product ID #:  
	Preproduction Product ID #:       

	1. Does your product perform “cryptography”, or otherwise contain any parts or components that are capable of performing any of the following “information security” functions? See definitions below. Check all that apply.

	a.  FORMCHECKBOX 
  Encryption

b.  FORMCHECKBOX 
  Decryption only (no encryption)

c.  FORMCHECKBOX 
  Key management / public key infrastructure (PKI)

d.  FORMCHECKBOX 
  Authentication (e.g., password protection, digital signatures)

e.  FORMCHECKBOX 
  Copy protection

f.  FORMCHECKBOX 
  Anti-virus protection

g.  FORMCHECKBOX 
  Other (please explain):      
h.  FORMCHECKBOX 
  NONE / NOT APPLICABLE

	2. For items with encryption, decryption and/or key management functions (1.a., 1.b., 1.c. above):

	a. Is/Are the encryption function(s) the same as that/those in the previous version or release?        
             If “Yes”, you may skip the remaining questions on this form.  

	b. What symmetric algorithms and key lengths (e.g., 56-bit DES, 112 / 168-bit Triple-DES, 128 / 256-bit AES / Rijndael) are implemented or supported?       

	c. What asymmetric algorithms and key lengths (e.g., 512-bit RSA / Diffe-Hellman, 1024 / 2048-bit RSA / Diffe-Hellman) are implemented or supported?      

	d. What encryption protocols (e.g., SSL, SSH, IPSEC or PKSC standards) are implemented or supported?      

	e. What type of data is encrypted?       

	3. For products that contain an “encryption component”, can this encryption component be easily used by another product, or else accessed / re-transferred by the end-user for cryptographic use?      

	Definitions:

	· Cryptography – The discipline that embodies principles, means and methods for the transformation of data in order to hide its information content, prevent its undetected modification or prevent its unauthorized use.  “Cryptography” is limited to the transformation of information using one or more “secret parameters” (e.g., crypto variables) and/or associated key management.

Note: “Secret parameter”: a constant or key kept from the knowledge of others or shared only within a group.

· Encryption component – Any encryption commodity or software (except source code), including encryption chips, integrated circuits, application specific encryption toolkits, or executable or linkable modules that alone are incapable of performing complete cryptographic functions, and is designed or intended for use in or the production of another encryption item.  
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